Abstract-In this brief, a simple and useful technique for both synchronization and secure communication of chaotic systems is developed. The proposed approach is based on generalized state space observer design for a class of nonlinear systems. By means of regular transformations we show that asymptotic stability is assured under mild conditions. To show accuracy and high performances of the proposed method, the well-known chaotic Lorentz system will be considered as an illustrative example. [13]. The problem to deal with consists in injecting the information signal into the chaotic model and later, the received signal should be processed in order to construct the message. In [2], the authors use the Extended Kalman Filter based approach in communication where the information signal to be estimated is assumed to be slowly time varying. This assumption was also used in the recent work [3] based on standard identification methods and nice regular transformations of some well-known chaotic systems.
I. INTRODUCTION
Synchronization in chaotic systems has received a large attention over the last decade. Since the pioneering work performed by Pecora et al. in [1] , several synchronization schemes have been developed, see [8] - [10] just to mention few references. Observers based approach, in particular, becomes one of the attractive technique largely investigated in the recent research works [4] , [6] , [7] , [12] , [18] . Few results, however, have been established to deal with both synchronization and secure communication [2] , [3] , [5] , [13] . The problem to deal with consists in injecting the information signal into the chaotic model and later, the received signal should be processed in order to construct the message. In [2] , the authors use the Extended Kalman Filter based approach in communication where the information signal to be estimated is assumed to be slowly time varying. This assumption was also used in the recent work [3] based on standard identification methods and nice regular transformations of some well-known chaotic systems.
In [13] , the authors used an unknown input observer scheme for synchronization and secure communication of linear discrete-time systems. Necessary and sufficient conditions for stability may be found in previous works [19] , [20] (in a stochastic context, see [21] ). We notice, however, that this approach can not be extended easily to nonlinear systems in particular when the information signals to be constructed are injected nonlinearly into the model.
For a class of nonlinear systems, a recent and attractive approach developed by Liao et al. in [5] , is built upon two steps. The first one consists in computing the observer gain matrix for synchronization of a message free chaotic system. After, the information signal is added to the output signal and also injected linearly into the chaotic model through the observer gain matrix previously computed.
In this contribution, that may be seen as a generalization of the approach performed in [5] , we investigate generalized nonlinear state space observers based approach for both chaos synchronization and secure communication. We introduce useful regular transformations to establish mild conditions for asymptotic convergence. Performances and easiness of implementation will be shown through the chaotic Lorentz system.
In order to make clear our contribution, let us point out the main differences with respect to the work of Liao et al. [5] . First, we consider chaotic systems with multiple outputs and multiple information signals that may be injected nonlinearly into the chaotic model. This means that we enlarge the class of nonlinear systems to be considered. On the other hand, synchronization and secure communication are treated simultaneously. Furthermore, we notice that the proposed approach is directly applied to linear systems under the same conditions as those established in [19] , [20] .
II. PROBLEM FORMULATION
Consider the chaotic transmitter system described by the following couple of equations: ) where is a positive real scalar. k : k denotes the norm symbol.
2) The matrix D is assumed to be of full column rank. For single output systems, this condition turns to be D 6 = 0 [5] .
III. MAIN RESULTS
First, we introduce the following notations for clarity and simplicity of the presentation:
On the other hand, as the matrix ( E H ) is of full column rank, using the assumption 2), we built the following matrices as follows:
where P and Q are real matrices of dimension (n + m):n and (n + m):p, respectively. Therefore, we deduce from (6) that
The state observer that we propose here is of the form 
= z + Qy (9) where denotes the state estimation vector of . Matrices N , L and the non linear vector field g(z; y) should be determined such that converges asymptotically to . Consider the error vector
substituting (1.2) and (9) into (10) we obtain:
by the use of (7), (11) 
from (1.1)- (8) and by making use of (13), we obtain _ e = N e + (N + F H 0 P M ) + g(z; y) 0 P f (; y) (14) with
Before we state the following theorem, we set
and g(z; y) = P f (; y) = P f (z + Qy; y):
The error dynamics then becomes 
First we provide, in the following lemma, necessary and sufficient conditions for the existence of a stability matrix N of the linear part of (18) . 19) and its time derivative _ V = e T (N T R + RN )e + e T R(g(z; y) 0 P f (; y)) +(g(z; y) 0 P f (; y)) T Re: (20) Under Assumption 3) of the theorem and from (16) (8) and (9) converges asymptotically to zero. This completes the proof. Remarks: 1) Computation of the observer gain matrix F may be performed by LMI tools in order to assure assumption 4) of the theorem. A useful computational algorithm, to determine F , is given in [5] .
2) The proposed method may be extended, along the work developed in [11] , to design generalized reduced-order observers so that the computational requirements are reduced. 3) We notice that the minimum phase condition used in the above theorem may not be required in the equalization problem. Indeed, a method to avoid the minimum phaseness of the channel is that to use a pre-equalizer to get a minimum phase desired impulse response. For example, the method proposed in [16] employs noncausal all-pass filters operating in reversed time. The widely used method consists of the minimization of the least mean square of the prediction output error [14] , [15] . Second order and high order statistics have been used for nonminimum phase channel equalization with minimization of different criteria (inverse filter criteria, Wiggins criterion, Tugnait criteria … [16] , [17] ). Perhaps, the main reason for which the minimum phase condition may be avoided is that all the above approaches are based on the input/output description with simplification methods instead of the state space representation. Indeed it is well known (see references [19] , [20] ) that the minimum phase condition is a necessary and sufficient condition for the existence of a joint state and information signal observer for linear systems. Therefore, since the system considered in the paper is described by a nonlinear state space form, we need at least to assume that the linear part is minimum phase.
IV. NUMERICAL RESULTS
The obtained results will be applied to the well-known Lorentz chaotic system. In order to show performances of the proposed approach, we consider first the same model as given in [5] . After this, we introduce the information signal into the nonlinear vector field.
Case 1: Consider the Lorentz system described by [5] 
